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	Chubb Group of Insurance Companies

15 Mountain View Road

Warren, New Jersey  07059
	Media  Liability CyberSecurity

 Endorsement Questionnaire



	I. 
	INSTRUCTIONS AND NAME OF APPLICANT


Whenever used in this Questionnaire, the term "Applicant" shall mean the Parent Corporation and all subsidiaries, unless otherwise stated.

Name of Applicant: 

	II. 
	SPECIFIC COVERAGE AND LIMITS REQUEST


1.   Coverages and Limits Requested: 

	Insuring Clause
	Limit Requested
	Retention Amount Requested

	CyberLiability (Disclosure, Conduit, Impaired Access Injury)


	
	

	Disclosure Injury, including claims alleging unauthorized access to a third party’s or employee’s private information.

Conduit Injury, including injury to a third party because their system cannot be used or is less useful due to a security failure (such as a cyber-attack or unauthorized system access) in the Applicant’s system.

Impaired Access Injury, including injury to a customer because they cannot access an Applicant’s system due to a security failure (such as cyber-attack or unauthorized system access) in the Applicant’s system.




      Optional Cyber Crime Expense Coverages: 

	Insuring Clause
	Limit Requested
	Retention Amount Requested

	Privacy Notification Expense


	
	

	Crisis Management Expense


	
	

	E-Threat Expense


	
	

	Regulatory Defense Expenses


	
	

	Privacy notification expenses, including the cost of credit-monitoring services for affected customers, even when state law does not require notification.

Crisis management expenses, including the cost of public relation consultants.

E-threat expenses, including the cost of a professional negotiator and ransom payment.

Regulatory defense expenses, including expenses incurred in defending any claim brought by a federal, state, or local government agency or a licensing or regulatory organization.




	III. 
	SPECIFIC COVERAGE INFORMATION


1. Are the Applicant’s computer use policies developed through a centralized corporate IT department?
     ( Yes   ( No

2. Is the Applicant’s anti-virus protection managed through a central source? ( Yes   ( No
3. How often was the Applicant’s computer system the target of a computer attack in the past two years? ___  Describe the types of attacks: ______________________________________________________________
4. Describe the type of computer security incident against Applicant’s computer system in the past two years.

Random _____

Random & Targeted _____
All Targeted _____
Not Applicable _____
Have you experienced a security breach that required notification to your customers and/or third parties?  ___________

What was the average amount of time to discover a computer security incident? _____________
What was the total amount of damage as a result of computer attacks in the past two years?  $__________ 

5. Are anti-viral programs installed on all of the Applicant’s PCs and Network Systems?  ( Yes   ( No  

6. Are anti-viral programs set to run at start-up and automatically scan the system during use?  ( Yes   ( No
7. How often are virus files updated and disseminated?  ___________________________________________ 
Does the applicant subscribe to a mailing list such as www.cert.org to receive early warnings of new malicious 
codes?
8. Do all external communications, including dial-up lines that are connected to internal networks, pass through a firewall?  ( Yes   ( No 
9. Are Internet and e-mail usage policies established?
     ( Yes   ( No

10. Are there at least two firewalls installed in the Applicant’s Internet environment? ( Yes   ( No
11. Have all firewalls in use been certified by the National Computer Security Association (NCSA)?  ( Yes   ( No  
12. Are firewalls updated at regular intervals and when patches become available?
13. Is network-based intrusion detection software installed?  ( Yes   ( No
14. Do all intruder detection systems maintain event logs that enable the system administrator to analyze the attack?  ( Yes   ( No
15. How often is critical information backed-up?  _________________________________________________
16. Have all job positions within the company been analyzed and pre-designed rights and privileges set?
17. Is IT promptly notified whenever employees are terminated so computer access can be restricted?
18. Are all contractors, service providers and other third party users analyzed and granted access rights in accordance with business needs?
19. Are prior employment checks completed on all prospective employees?

Are criminal history checks completed for all prospective employees?


Are credit checks completed for all prospective employees?
20. Does the Applicant employ an internal IT auditor?
If yes, is the auditor’s position full time?


Is the auditor an officer?
21. Does the auditor report directly to the Audit Committee of the Board of Directors?
Does the audit department conduct an annual unscheduled audit at all locations?
22. Has the Applicant completed an independent network security audit/assessment in the past 24 months?  

( Yes   ( No  (If Yes, please attach results)

If no, please provide full details.

23. Does the Applicant maintain an information systems security policy?

( Yes   ( No  

If yes, is it kept current and reviewed at least annually and updated as necessary?

24. Does the Applicant have a computer security breach Incident Response Plan?

( Yes   ( No  

25. Are penetration tests conducted on the Applicant’s network at least annually?

( Yes   ( No 

26. Which of the following does the Applicant outsource?

Website?  


( Yes   ( No 

Application services?  

( Yes   ( No 

Infrastructure operations?
( Yes   ( No 

Backup and archiving?

( Yes   ( No 

If yes, is a written agreement in place between the applicant and the third party (or application service) provider?

Does the agreement require a level of security commensurate with the applicant’s information systems security policy?

Does the applicant review the results of the most recent SAS 70 or commensurate risk assessment?

27. If the Applicant answered Yes to any portion of Question 27, does the Applicant require resolution of non-compliance issues within a stipulated time period?

( Yes   ( No 

28. If the infrastructure of the Applicant’s Internet Site(s) is hosted by a third party, or the content of the Applicant’s Internet Site(s) is managed by a third party, does the applicant require such third party to maintain errors and omissions insurance?

( Yes   ( No (If Yes, please provide specifics)

29. Does the Applicant encrypt laptops?

( Yes   ( No 

30. Is sensitive data stored on web servers?

( Yes   ( No

31. Does the Applicant have a computer disaster recovery plan?

( Yes   ( No

If yes, is the plan reviewed and updated bi-annually?

Tested at least annually?

This Questionnaire must be signed by an officer of the Applicant acting as the authorized representative of the person(s) and entity(ies) proposed for this insurance.
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C & S International Insurance Brokers Inc

Cannon’s Walk at the South Street Seaport

19 Fulton Street Suite 308A

New York NY  10038-2100
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